
Bosch Video Over IP Product Guide

Introduction

This product guide encompasses more than 
IP cameras and management software. It 
introduces every IP-based component and 
illustrates how they can be combined to 
create real-world video over IP solutions. 
The guide also introduces concepts, which 
can lead to better overall system design 
and product selection.
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Managing Your Video
There are many different ways to manage video – 
and Bosch offers several alternative “head-end” 
systems. They vary in many ways, including the kinds 
of cameras supported, the different ways and 
locations they store video, whether or not they offer 
centralized alarm management, Access Control 
System integration capabilities, scalability, and 
fault-tolerance.
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The Bosch VMS heritage lies in the years of success of the 
Bosch Allegiant matrix switcher, VIDOS video management 
software, and Bosch DVRs. The Bosch VMS not only 
manages IP devices, Recording at the Edge, Direct-to-
iSCSI, VRM and IVA/Forensic Search and NVRs but also 
existing Allegiant matrix switchers and Dibos DVRs.
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Bosch VMS manages all Bosch MPEG-4 and H.264 IP cameras, domes, encoders and 
decoders. You can configure and control all functionality including camera settings, such 
as white balance and backlight, and embedded advanced Intelligent Video Analysis.

IP cameras, encoders  
and decoders

1

Local Recording  
Bosch encoders offer‚ “recording at the edge” solutions with built-in hard disk drives, USB 
hard drives or solid state cards. 

Network Video Recording  
Offering centralized recording options, each conventional NVR has its storage array 
linked directly to the NVR server.

Local and Network 
Video Recording
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DVRs provide cost-effective distributed recording with local and remote management 
and monitoring. Bosch VMS allows new and existing users of Bosch DVRs to benefit from 
all its powerful features. 

Digital Video  
Recorders
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Bosch Intelligent Video Analysis (IVA) technology turns your cameras into active members 
of your security team. Bosch IVA provides the intelligence to automatically recognize and 
respond to abnormal activities or potential threats. IVA is embedded in Bosch IP cameras 
and encoders so it scales with your application needs. Ensuring maximum system 
effectiveness, Bosch IVA offers a unique level of IVA integration for configuration, 
real-time event monitoring and forensic search.

Intelligent Video  
Analysis 
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The Bosch Allegiant family of analog matrix switchers is the industry benchmark for 
functionality and reliability. With Bosch VMS, your existing analog installation is completely 
integrated into your new IP system. The simple operation and smooth PTZ control offered by 
the IntuiKey keyboard is extended to Bosch VMS, giving you total control of Allegiant, DVRs 
and IP cameras. Bosch VMS adds a new level of management and monitoring to your legacy 
system, increasing effectiveness and preserving your investment.

Analog matrix switchers 
and CCTV keyboards
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Bosch IP cameras and encoders can stream their video directly to iSCSI disk arrays, 
eliminating the need for NVRs. A single server, the Video Recording Manager, manages these 
storage devices, providing load balancing and failover. It also makes it easy to add more 
storage as you add cameras, increase retention time or improve video quality. VRM simplifies 
initial set up and ongoing maintenance, which has a major impact on the total cost of 
ownership.

iSCSI and Video  
Recording Manager
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Bosch Video Management System
Increasingly, people are replacing long bundles of coax 
cables coming from analog cameras with networks of 
Ethernet cables (structured cabling) to reduce installation 
costs. Others see the network as the way to extend the 
reach of their entire CCTV systems. But geographically 
dispersed systems are harder to manage because of the 
sheer distances separating each component, cameras, 
storage, and operators. Bosch Video Management System 
(Bosch VMS), Bosch’s flagship IP CCTV system, was 
designed for manageability, including alarm management, 
LDAP-based user management, offline system 
configuration with roll-backs, health monitoring, 
upgrades, and fault-tolerance. Bosch VMS is IT-friendly as 
well as Security Administrator-friendly.
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Analog 
Camera

VideoJet X encoder with 
CF card, embedded HDD or 

external USB HDD

250 GB External 
USB Storage

16 Analog 
Cameras per 

VIP X1600
Workstation running 

Bosch VMS

VIP X1600

Network

Network

Analog 
Camera

VideoJet 8008 
with 1TB of 

internal storage

Bosch VMS managing ‘Recording at the Edge’
in a true virtual matrix

Bosch VMS managing direct-attached and 
network-attached iSCSI disk arrays

Network-attached 
iSCSI Storage 

Direct-attached iSCSI Storage
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Network

VideoJet 8008 
with up 1TB of 
internal storage

NVR Server running 
BVMS Software

SCSI RAID 5
Disk Array

SCSI

Bosch BVMS managing NVR recording with ‘Recording at the Edge’ 
delivering protection against network outages.

Web Browser 
or Bosch VMS 

Software

“Going in to the 2004 season, we knew our 
surveillance system was very inadequate based on 
the advances in technology and what we needed the 
system to do,” says Ken Kawachi, director of security 
and transportation for the Padres, San Diego. The 
existing system used VCRs, multiplexers and black 
and white cameras – all state of the art in its day. The 
upgrade to color cameras, VIP X1600 encoders and 
iSCSI recording now allows the stadium’s security 
surveillance crew to view live and play back in real-
time. “Now we have the ability to quickly identify a 
location and clearly zoom in and record,” Kawachi 
says. “We’ve been able to clearly identify those 
subjects that trespassed onto the playing field and 
other incidents.” And with the encoders and storage 
in the same room, the extensive video over IP solution 
doesn’t even touch Petco’s network.

Petco Park Case Study

VIP X1600
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Bosch’s Video Recording Manager
Bosch’s Video Recording Manager (VRM) provides 
centralized management and monitoring of video 
servers, cameras, and iSCSI disk arrays within an IP-
based CCTV network. Bosch’s VRM signals the arrival 
of the 2nd generation of Video over IP recording 
technology, displacing 1st generation Network Video 
Recorders (NVRs). VRM simplifies customers’ Video 
over IP architectures by treating all the individual disk 
arrays available in the entire system as a single virtual, 
common pool of storage, which is intelligently reallocated 
as needed. In contrast to BVMS which is a Video 
Management Systems, VRM is a Recording Manager, 
which means that it can run independently of and in 
parallel with BVMS, although its recordings may be played 
back using a compatible playback client such as Archive 
Player.

VRM eliminates the need for Network Video Recorders 
and their associated server hardware, operating systems, 
anti-virus software as well as the ongoing software 
patches and updates these systems require. This makes 
installation, operation, and maintenance much easier and 
reduces the total cost of ownership.

VRM also manages the RAID storage in Bosch’s Direct-
to-iSCSI CCTV systems — so customers can maximize the 
high capacity, hard drive fault-tolerance, economies of 
scale and manageability of RAID storage. Bosch’s Direct-
to-iSCSI approach allows IP cameras and encoders to 
stream directly to disk, eliminating the NVR entirely. 
With the introduction of VRM, Bosch adds system-wide 
recording manageability to its iSCSI storage. VRM acts as 
the “traffic cop” among the thousands of IP cameras and 
encoders — and the unlimited iSCSI disk arrays — 
scattered throughout a video surveillance system.

Because it acts as a traffic cop, a VRM server can manage 
2,000 cameras (see below) whereas an NVR typically 
maxes out at 64. Each iSCSI disk array can handle 200 
Mbps whereas because of the PC bottleneck an NVR with 
SCSI disk arrays typically maxes out at about 70 Mbps. 
No NVR servers, no proliferation of Microsoft operating 
systems and no anti-virus software installations to 
continuously patch. Video Recording Manager and Direct-
to-iSCSI lie at the heart of Bosch Security Systems’ 2nd 
generation of Video over IP management, monitoring and 
storage, with overwhelming advantages over conventional 
1st generation NVRs. 

Encoder

Analog monitors

IP Network

Bosch analog cameras 
& encoders

iSCSI disk arraysLocal analog monitor

Bosch fixed IP 
and IR cameras

AutoDome Analog
Modular camera

Surveillance workstation 
running Bosch VMS

AutoDome IP 
Modular camera

VRM Server
(1 per 2,000 cameras)

2,000 Cameras

2,000 Cameras @ 2 Mbps each

LAN 1 VRM Server
2,000 Cameras, 

900 TB of RAID 5

Fifty 9 TB iSCSI RAIDs
(total of 450 TB)

Fifty 9 TB iSCSI RAIDs
(total of 450TB)
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BVMS 
Central Server
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DiBos Hybrid DVR
The powerful DiBos 8 takes all-in-one video surveillance to 
a new level of flexibility and simplicity. Whether on-site or 
remote, you can retain access to critical audio and video 
with a rich, yet easy-to-use, interface. Its all-in-one nature 
means that one box can take analog video and covert it to 
digital, or take IP streams from IP cameras and encoders, 
and store the video (and audio if used) on an internal hard 
drive or directly-attached RAID 5 drive. It is also the vehicle 
for viewing and playback of video, as well as archiving.

DiBos Software
The software that drives the DiBos 8 Hybrid DVR is also 
available in a software-only version that can be run on a 
dedicated PC. This can be used for viewing and optionally 
recording Bosch IP cameras, Megapixel cameras, and 
Bosch’s VIP video encoders.

Video Engine/BIS
The Building Integration System (BIS) is a powerful 
framework for combining different systems into a 
coherent whole, including Access Control, Security/
Intrusion, and CCTV video, as well as Building 
Automation. BIS offers software engines for each of 
these, and Video Engine allows live and recorded video 
from Bosch’s IP cameras and encoders to be pulled up for 
inspection. Video Engine acts as the gateway to tie this 
video into a larger, fully-connected, complete solution.

Network

0 - 30 Analog Cameras
per DiBos

Coax

Biphase

Spot Monitor

DiBos Hybrid DVR

Bosch Encoders or IP Cameras

RS232/485

Coax

AutoDome Modular IP Camera

FlexiDome IP or Dinion IP Camera

Megapixel Camera

16 Analog cameras 
per VIP X1600

VIP X1600
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Video Engine and Bosch’s Building 
Integration System

The Video Engine component of Bosch’s Building 
Integration System platform can be used independently 
or in conjunction with other video management systems 
from Bosch. Video Engine is an excellent integration 
platform, not only to other Bosch CCTV products, but also 
those from third parties.

The Video Engine can can be combined with multiple BIS 
applications including Security & Fire, Access Control 
and Building Automation, to facilitate a sophisticated, 
integrated system.

Video
The Video Engine is linked to the powerful BIS integration 
platform that facilitates seamless integration of hybrid 
analog/digital video applications from varying sources 
allowing a single interface for all connected products. 
Video Engine can be used as a bridge for transition from 
analog to IP cameras and offers health monitoring of Divar 
and DiBos DVRs. 

E  DiBos DVR

E  Divar DVR (Wavelet)

E  Videojet and VIP series devices (MPEG2 and MPEG4)

E  Dinion IP, Flexidome IP, Extreme IP and AutoDome 

Modular IP cameras (MPEG4 & JPEG) and Extreme IP 
cameras

E  Other manufacturer’s digital IP cameras (JPEG)

E  Allegiant Matrix Switcher 

Security and Fire 

E  Bosch G & GV2 Series panels

E  Conettix Communications Receiver/Gateway
   (D6600/D6100) 

Access Control

E  Bosch Access Modular Controller (AMC) hardware 

Building Automation functions 

E  HVAC, lighting control and energy management

Simple integration of sophisticated
 video technology

The Video Engine lets you incorporate both Bosch  
and third-party video equipment. And its advanced 
modularity and compatibility with other equipment 
allows you to smoothly scale up your video systems  
as your requirements grow. This state-of-the-art video 
technology enhances your security platform – 
especially as part of the Building Integration System.
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Capturing Video

Encoders
As the bridge between analog fixed and PTZ CCTV 
cameras and the network, Bosch’s VIP encoders (also 
known as video servers, senders, and transmitters) create 
streams of digital audio and video that traverse the IP 
network. They can be viewed using Bosch VMS, VIDOS, 
Web browser, VIDOS Monitor Wall, DiBos DVR, Video 
Engine, or hardware decoder for viewing on a monitor.

If you want to reduce the load on the network, Bosch 
VideoJet encoders offer embedded Recording at the Edge 
by using USB storage (this is also available on some VIP 
encoders). The Video Jet X series also offers a choice 
of built in Hard Drive or optional CF card. In addition to 
lessening network load, Recording at the Edge also means 
Bosch patent-pending Automatic Network Replenishment 
can be used as insurance against network outages. The 
rugged VideoJet X10, X20 and X40 encoders withstand
extreme vibration and temperatures in harsh 
environments (e.g., wireless or fiber-connected outdoor 
cameras) and wireless in-vehicle security. They can 
also incorporate an SFP fiber module for long distance 
transmission.

The most popular units are the MPEG-4 devices VIP X1 
and VIP X2 – used as one or two channel encoders. For 
video analytics the most popular is the VideoJet X10, X20 
and X40 encoders. For multi-channel applications, the 
VIP X1600 is a flexible, all-purpose, 4/8/12 or 16-channel 
encoder.

All X series encoders (e.g., VIP X1, VIP X1600 and VideoJet 
X10, X20 and X40) can record video directly to iSCSI 
storage. This eliminates the need for NVR hardware and 
software, operating systems, and anti-virus protection. 
These encoders also support Bosch’s Intelligent Video 
Analysis (IVA), a video content analysis solution that 
pushes Intelligence to the Edge.

VIP X1

E   Single channel encoder

E   High-quality MPEG-4

E   Direct-to-iSCSI RAID
 compatible

E  Storage-efficient Dual 
Streaming and 2/3 D1 
resolution mode

E   Recording at the Edge 
via USB HDD

VIP X1600

E  4, 8, 12 or 16 video 
inputs

E  Hot swappable video 
modules

E   Direct or network-
attached iSCSI storage

E   Intelligent Video 
 Analysis (IVA) 

E   Up to 30 FPS at 4CIF

E   Redundant PSUs and 
redundant NICs

VideoJet X40 SN
E  1, 2 or 4 channels

E   Intelligent Video 
 Analysis (IVA) 

E CF memory slot

E  Audio

E  32 to +122F (0 to +50C)

VideoJet X40
E   Rugged -22 to +140F 

(-30 to +60C) 

E   4 channels with audio 

E   SFP fiber module slot 
for distances

E   Intelligent Video 
 Analysis (IVA) 

E   CF card, 80GB HDD or 
USB HDD 

E   Wide range 10-30 VDC 
for fluctuating sources

9
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Selecting the right encoder or IP Camera

10

IP Product Selection

Encoder for Analog 
Cameras

IVA

1-4 CH VideoJet X10/20/40

4+ CH VIP X1600

Recording at the Edge

Internal HDD VideoJet X10/20/40 with HDD

CF Card VideoJet X10/20/40

Direct-attached iSCSI

1-4 CH VideoJet X10/20/40

4-16 CH VIP X1600

USB HDD VIP X1/X2, VideoJet X10/20/40

Network-attached iSCSI

1-4 CH VIP X1/X2, VideoJet X10/20/40

4-16 CH VIP X1600

Centralized NVR recording

1-4 CH
VIP X1/X2

VideoJet X10/20/40

4+ CH VIP X1600

IP camera

Fixed

General Purpose NWC-0455

High Performance Day/Night NWC-0495

Extreme Environment EX7 and EX36

High 
Performance 
IR Night 
Vision EX30IP, EX80IP and EX82IP

Fixed Dome

General Purpose NWD-455

High Performance Day/Night

FlexiDome IP NWD-495

AutoDome 100 Series VG4-1xx

PTZ

General Purpose Autodome Modular 200 Series VG4-2xx

High Performance Day/Night Autodome Modular 300 Series VG4-3xx

Intelligent Day/Night
Autodome Modular 500i Series VG-5xx
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IP Cameras – Fixed
Bosch DinionXF Day/Night IP and 
Dinion IP cameras offer unrivalled 
image quality and performance. 
They are hybrid cameras, delivering both analog and IP 
video. The IP video has three types: a high- and low-quality 
MPEG-4 stream and a separate JPEG stream to suit any 
application. For ease of installation, they both support 
Power over Ethernet, drawing their power directly from the 
attached network cable.

The Dinion IP camera (NWC-0455) incorporates NightSense 
for challenging scenes. It also includes tamper detection and 
Intelligent VideoAnalysis (IVA) – Bosch’s licensable video 
content analysis which can detect events like loitering.

For the most demanding applications, the DinionXF IP 
camera (NWC-0495) uses 15-bit digital signal processing 
(DSP) to enhance light sensitivity and XF-Dynamic to extend 
its viewing range with sharper, more detailed pictures and 
exceptional color reproduction accuracy. In low light, these 
cameras automatically switch from color to monochrome 
to boost their infrared illumination sensitivity, while 
maintaining superior picture quality.

IP Cameras – FlexiDome
Just like the Bosch Dinion fixed 
cameras, the FlexiDome Day/
Night IP and FlexiDome IP are high-
performance, 1/3-inch CCD Day/
Night network cameras designed to 
ensure the highest possible image quality at all times 
while running IVA. They are both compact, vandal-resistant 
cameras delivering the same three IP streams – two 
qualities of MPEG-4 and one JPEG stream.

The FlexiDome IP camera (NWD-455) incorporates 
NightSense for low light, and for true Day/Night 
performance, the FlexiDome Day/Night IP (NWD-495) 
combines 15-bit digital video processing for higher 
sensitivity and XF-Dynamic for greater dynamic range. 
The end result is a sharper, more detailed image with 
outstanding accuracy in color reproduction. Depending on 
the available light, the NWD-495 automatically switches 
from color to monochrome, enhancing sensitivity for IR 
illumination to provide high-quality images even in the 
most challenging conditions.

IP Cameras – AutoDome 
Bosch’s AutoDome Modular 
Camera System will never become 
obsolete because it allows you to 
upgrade functionality, adapt to 
changing security needs, and migrate to new 
technologies without even having to power 
down your system. With advanced intelligence capabilities 
for capturing the most accurate images possible and IP 
functionality for the most efficient image transmission 
and storage, the new AutoDome features one camera 
and a series of interchangeable modules that can be 
adapted to your changing security needs. The technology 
is sophisticated, but the idea could not be simpler.

The entire system is based on five types of interchangeable 
modules: the CPU, camera, housing, communications 
(including IP), and power supply. Simply replace one of 
the modules to switch from fixed to PTZ, upgrade from 
color to day/night, add advanced intelligence features like 
motion tracking, or IP-enable an existing analog version.

 IP Cameras – Megapixel 
Megapixel cameras are JPEG 
cameras — they’re called 
“megapixel” because just as with 
personal digital cameras, they are high-resolution and 
contain a million pixels or more. They offer an outstanding 
image for live viewing, but their true strength lies in their 
ability to resolve extremely fine detail – for example, when 
digital zooming is used in forensics.

With the higher pixel count comes higher bit-rates (around 
10 – 20x) and the bandwidth and storage costs compare to 
traditional high-quality CCTV video. Megapixel cameras are 
being successfully adopted in key locations like turnstiles, 
where a DiBos DVR takes just a short burst of Megapixel 
shots when the alarm is activated, in addition to recording 
normal CCTV video 24x7. This combination of Megapixel 
and MPEG-4 technologies focuses on recording identity 
and activity, respectively. Bosch’s DiBos Hybrid DVR is 
a perfect example of one DVR that can simultaneously 
record analog cameras, MPEG-4 cameras and encoders, 
and now Megapixel cameras.

11
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Understanding Video Quality
To some, video quality means high resolution, to others 
it means a faster frame-rate. By simulating the most 
common kind of events you’re trying to detect and 
recording them at different settings, you can quickly 
determine what’s best for you.

Frame-rate
Higher video frame-rates mean higher bitrates, which 
translates to higher network bandwidth and more storage. 
Three frames per second (FPS) is generally sufficient 
for everyday surveillance. 7 FPS picks up fine movement 
and is often used for alarm video. 15 FPS is the next best 
thing to full-motion video, 30 FPS.

It’s important to note that the consequence of moving 
from three to seven, or seven to 15, or 15 to 30 FPS is 
that your bit-rate increases by around 70 percent each 
time. That’s 70 percent more bandwidth and 70 percent 
more storage costs.

Resolution
Image size (which corresponds to resolution) is measured 
in terms of CIF. 

One of the greatest modern CCTV myths is that increasing 
the resolution and raising the frame-rate will automatically 
result in superior image quality. This is only true if the 
bit-rate available for the video is also raised accordingly. 
If the bit-rate is not raised, then the compression engine 
will severely compress the video – and 4CIF video can 
actually look worse than CIF video. When soliciting 
quotes for a project, make sure you understand any and 
all assumptions made by the supplier. Bosch always 
declares the conservative bit-rates used, and from this 
you are assured high-quality video, even under stressful 
conditions like low-light (high Automatic Gain Control) 

and busy scene activity or PTZ motion.      

The higher resolution image to the right looks worse than the 
other because although it has a higher resolution, the allowed 
bit-rate has not been increased, causing excessive compression.

Compression Algorithms
Uncompressed digital video is unusable for CCTV because 
it uses over 200 Mbps. Many different compression 
standards exist, but for CCTV, they fall into three broad 
categories: JPEG, Wavelet, and MPEG. JPEG and Wavelet 
are both very efficient at low frame-rates, but JPEGs are 
more interoperable between different manufacturers. 
However, they both use up to six times more bandwidth 
than MPEG-4 at higher frame-rates. Most modern CCTV 
systems are based on MPEG-4, which is an excellent 
compromise of video quality and bandwidth demands – 
and significantly more efficient than its broadcast-quality 
predecessor, MPEG-2. Recently, H.264 takes MPEG-4 to 
the next level with a further 30% reduction in bandwidth 

and improved image quality.

Good Better Excellent 
Compromise Best

CIF Resolution CIF 2CIF 2/3 D1 4CIF or D1

Width x Height 
(pixels) 352 x 240 704 x 240 464 x 480 704 x 480
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Low
(1 FPS)
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Performance of Different Video Compression Algorithms at 
Various Frame Rates. Spreads shown at 30 FPS.

Source: Dr Bob Banerjee and Justin Lott,
© Bosch Security Systems, 2008
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How Infrared Illumination Reduces Bit 
Rates and Storage Requirements 

Infrared illumination enhances the performance of day-
night cameras, resulting in high quality surveillance video 
images under low-light and no-light conditions.  However, 
the positive effects are limited not only to imaging.  Using 
infrared illumination also results in reduced bit rate and 
storage requirements.

One of the main contributors to large file sizes is noisy 
night-time images, typically caused by automatic gain 
control (AGC).  Noisy images show increased gain 
which video software interprets as motion, which in 
turn unnecessarily increases bandwidth and storage 
requirements.  Consequently, a night-time image may 
require approximately 20% more bandwidth - and 
therefore 20% more storage - than non-noisy images.  
Furthermore, noisy images may cause false alarms, 
fooling video motion detection algorithms into incorrectly 
identifying noise as motion.

Two identically dark scenes that Illustrate the effect of infrared 
illumination, both on the image quality and the corresponding 
file size.  When IR is on, the camera produces a well-lit, evenly 
illuminated image, eliminating the need for gain mode.  In the 
case above, the resulting file size is approximately 25% smaller 
and the image contains much more usable information.

EX7 IP Ceiling-Mounted IP Camera, 
Single Sensor  
Part of the Bosch Extreme CCTV series, the EX7 IP 
is a No-Grip ceiling mount camera which features a 
powerful processor for video analysis using Bosch’s IVA 
(Intelligent Video Analysis), performance optics and IP 
design for vandal resistant networked surveillance.  The 
low-profile single sensor camera’s unique No-Grip design 
is virtually impossible to grip or hang from, helping to 
prevent the camera from being forcibly removed while 
promoting safety.  The EX7 IP features tri-stream video 
and MPEG-4 SP and MJPEG compression at 30fps (full 
resolution), allowing seamless integration with existing IP 
network infrastructure in challenging applications such as 
corrections.  Available with color and day-night sensors. 

EX30 IP Infrared Imager 
Part of the Bosch Extreme CCTV series, the EX30 IP is a 
single-sensor Infrared Imager for outstanding performance 
in outdoor day/night surveillance applications.  The 
EX30 IP incorporates a 5-50mm IR-corrected lens for 
the longest and most versatile night-time ranges of the 
Infrared Imagers with 150ft identification at telephoto 
and 350ft detection at wide setting.  . The EX30 IP also 
features Black Diamond infrared illumination and a 
powerful processor for video analysis using Bosch’s IVA 
(Intelligent Video Analysis).  

The EX30 IP provides outstanding day and night imaging 
performance with lower bandwidth network impact 
than standard IP cameras. Rated NEMA4X-rated for 
all-environment capability, the EX30 IP is ideal for 
critical applications such as force protection, perimeter 
surveillance and public area surveillance.

13



EX36 IP No-Grip Corner Camera
Part of the Bosch Extreme CCTV series, the EX36 IP is 
a No-Grip corner mount camera featuring a powerful 
processor for video analysis using Bosch’s IVA (Intelligent 
Video Analysis) and IP Infrared Imaging (i3) design for 
24/7 effective networked surveillance in high risk, vandal-
prone applications.  

The EX36 IP uses US patented No-Grip anchor-free design, 
making it impossible to grip or hang from and maximizing 
safety for applications such as prison cells and psychiatric 
hospitals.  Fitting directly into the corner of a room, the 
EX36 IP features a 45° tilted faceplate for comprehensive 
coverage of an entire 15 ft x 15 ft room, including 
below the camera itself.  Combined with brutally-
tough, vandal-resistant design, the EX36 IP is ideal for 
elevators, correctional facilities, schools and other harsh 
environments.  Available with color, day-night and day-
night sensors with integrated infrared.  

EX80 IP Infrared Imager 
The EX80 IP is an entry-level dual-sensor Infrared Imager 
featuring a powerful processor for video analysis using 
Bosch’s IVA (Intelligent Video Analysis) and detection-
level night-time imaging up to 200ft for critical 24/7 
surveillance applications.  

For exceptional performance both day and night, the EX80 
IP Infrared Imager incorporates dual-sensor design which 
eliminates the possibility of focus shift between day and 
night modes.  The EX80 IP features a 480 TVL daytime 
sensor and a 420 TVL night-time sensor, both fitted and 
calibrated with 4-9mm varifocal, auto-iris lenses.  Together 
with award-winning Black Diamond infrared illumination, 
the EX80 IP provides effective performance under all 
lighting conditions.

Rated NEMA4X-rated for all-environment capability, the 
EX80 IP provides exceptional day and night imaging 
performance with lower band-width network impact 
than standard IP cameras for applications in commercial, 
residential and industrial surveillance applications.

EX82 IP Infrared Imager 
The EX82 IP is a patented dual-sensor Infrared Imager 
designed for outstanding daytime imaging and absolute 
performance in night-time imaging. Featuring a powerful 
processor for video analysis using Bosch’s IVA (Intelligent 
Video Analysis), the EX82 IP provides detection-
level night-time imaging up to 250ft for critical 24/7 
surveillance applications.  

The EX82 IP incorporates award-winning dual-sensor 
with a 500 TVL daytime sensor and a 540 TVL night-time 
sensor, both fitted and calibrated with either 4-9mm 
or 9-22mm varifocal, auto-iris lenses.  The resulting 
performance eliminates focus shift to produce sharp, 
crisp images during both day and night, under all lighting 
conditions. 

Rated NEMA4X-rated for all-environment capability, 
the EX82 provides outstanding day and night imaging 
performance with lower band-width network impact than 
standard IP cameras for critical applications such as 
critical infrastructure, Homeland Security and government 
buildings. 

Bosch Video Over IP Product Guide

14

EX85 Megapixel Infrared Imager 
The EX85 is the pinnacle of today’s most advanced 
imaging technologies, combining dual mega-pixel sensors, 
IP Infrared Imaging design and Black Diamond night 
vision technology.  The result is the most advanced 
level of imaging performance for today’s critical security 
applications: the amazing detail of 3.1 million color pixels 
by day and the award-winning, High-Fidelity performance 
of Black Diamond night vision to 420ft. The EX85 also 
features Bit-Reduce technology, helping to minimize 
bandwidth requirements.

The EX85 incorporates a ruggedized IP67-compliant 
outdoor enclosure, field-proven for reliability in the 
world’s worst environments. 
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Recording Video

Recording at the Edge
Recording at the Edge is simply the concept of taking 
audio/video from a camera and storing it at the edge 
of the network – instead of transporting it across the 
network to a centralized NVR. It’s a de-centralized 
approach to storage because the video is spread across a 
number of edge-storage devices instead of a centralized 
one. All analog-camera DVRs perform Recording at the 
Edge, however, they are DVRs – not IP encoders with 
embedded storage – so they were not designed to be part 
of what is commonly referred to as a Virtual Matrix, or 
true IP video system. The difference is subtle but critical if 
you are looking for a video over IP solution. 

Recording at the Edge is bandwidth-friendly, reliable, 
and manageable.

E   It is network bandwidth-friendly because it does not 
use any bandwidth to record video – the network is only 
used to play back audio/video from the edge at a review 
station. When the network includes a WAN (or worse, the 
Internet), Recording at the Edge becomes the only way to 
ensure high-quality recordings.

E  It is reliable because recording is independent of the 
network’s health and congestion. Even if the network is 
interrupted, recording continues. Also, with centralized 
storage, a single catastrophic event means all video is 
lost – compared to losing a single location’s footage when 
you’re using edge recording.

E  It’s manageable because the video is not stored on 
PC-based devices, which means no PCs, no Windows 
operating systems, no Windows patches, no anti-virus 
software, and no anti-virus updates. Instead, video is 
stored on purpose-built appliances such as the VideoJet 
8008. Also, IT departments monitor, repair, and upgrade 
remote IP devices every day – and with Video over IP, 
everything is simply an IP device.

Examples of devices that perform Recording at the Edge 
(which can be viewed and managed using VIDOS) include 
the VideoJet 8008 with up to 1 TB internal capacity, the 
VIP X1 or VIP X2 with directly-attached USB hard drive 
or the VideoJet X10, 20 or 40 internal Compact Flash 
memory card or internal hard drive. The DiBos Hybrid DVR 
is by definition a DVR, and so it supports Recording at the 
Edge and can also be managed by Bosch VMS.

IP Video devices configured for Recording at the Edge.
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Centralized Recording
For centralized recording, video is piped to one location 
where it’s stored on large disk arrays that are installed 
in secure, physically isolated, and climate-controlled 
rooms. Economies of scale are realized, the cost-
per-Gigabyte drops, and RAID 5 storage even boosts 
reliability. Whenever practical, centralized recording is a 
great thing – it’s the primary role of the NVR. Typically, 
an NVR is a server-class PC, running an operating system 
like Windows 2003 Server. It receives IP video from the 
network and stores it on SCSI RAID devices. All Bosch 
head-ends support the NVR concept, including Bosch 
VMS, VIDOS-NVR, DiBos, and Video Engine.

Multiple locations connected by a WAN raise some special 
challenges: the lack of bandwidth means video cannot be 
piped back to a single central location. In these instances, 
the video must be stored on the LAN at each remote 
location. Without reverting to Recording at the Edge, 
it is perfectly normal to install an NVR at each location 
– which means a PC server, Windows, virus protection, 
and NVR software.

The alternative is to use iSCSI technology instead of SCSI. 
iSCSI RAIDs are disk arrays that are directly connected 
to the network, and receive their IP video direct from 
IP cameras and encoders without any intervening NVR. 
Now, you just put the storage at each remote location 
and there’s no need for the NVR – but you still have the 

reliability and economies of scale benefits of RAID5.

The Best of Both Worlds
The VIP X1600 multi-channel encoder and the iSCSI 
RAID have a unique relationship for modern IP CCTV. 
In addition to streaming video to an iSCSI RAID across 
the network (Network--attached iSCSI mode), the VIP 
X1600 has another network port so that an iSCSI RAID 
can be directly connected via a network cable. You have 
all the benefits of Recording at the Edge (no bandwidth 
utilization or network-health dependency) as well as the 
benefits of centralized storage (RAID 5 redundancy for 
drive failures and economies of scale).

Contrasting the simplicity of going Direct-to-iSCSI vs. the traditional 
NVR approach which requires a PC server, Windows, virus protection, 
and NVR software.

A VIP X1600 stores Terabytes of audio and video on Direct-attached 
iSCSI disk array. Two VIP X1600s (32 cameras) can share one iSCSI 
RAID in this mode.
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Analyzing Video

Intelligent Video Analytics
Today, there are so many cameras and so little actionable 
intelligence. Studies show operators miss 95 percent 
of the events after only 22 minutes of continuous 
monitoring. By necessity, most CCTV systems are forensic 
“after-the-fact” tools – they are not preventative.

Intelligent Video Analysis (IVA) is Bosch’s video content 
analysis (VCA) solution that pushes intelligence to the 
edge. By embedding this VCA capability at the edge, 
your system is more scalable than using centralized VCA 
and relying on farms of high-end PC. When combined 
with Recording at the Edge  it also does not consume 
bandwidth unless you actually need to view the video.

IVA acts as a “virtual operator” – tirelessly analyzing real-
time incoming video and automatically detecting, logging, 
and alerting you to potentially threatening situations (e.g., 
loitering, idle object, and object removed) and operating 
in challenging environments such as rain, sleet, and snow. 
When combined with traditional sensor technologies, IVA 
improves threat detection and situational awareness to 
enhance safety and reduce risk. It even detects tampering 
by generating alerts when a camera has been diverted, 
hooded, or blinded by a flashlight.

To illustrate the significance of Intelligence at the Edge, 
in the figure above, an operator views live video via a thin 
WAN, using only 300 kbps (e.g. 5 FPS at CIF). Thanks 
to Recording at the Edge, the video can be recorded 
adjacent to the encoder at a much higher quality – say 
1 Mbps (e.g. 15 FPS at 2 CIF). But because the video 
content analysis is being done within the encoder on the 
original raw incoming analog video, it has access to the 
highest quality of video (equivalent to over 4 Mbps) – all 
without one byte of it ever touching the network to reach 
a centralized PC-based video content analysis engine.
IVA is fully embedded into the X Series encoders, 
including the VideoJet X10/20/40 and VIP X1600 
encoders, Dinion, FlexiDome and AutoDome 100 series IP 
cameras and Extreme IP. 

Bosch’s Intelligent Video Analysis highlights an intruder climbing 
the fence and immediately alerts the operator.
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